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TThe risk-focused description and definition 
of organisations’ operating environment and 
operations has gained increasing prominence 
over recent decades. Not only is this typical 
of the business sector, but also public enti-
ties. This “revolution of thinking” is attested 
by the abundance of international literature 
that deals with risk management, along with 
the increased prevalence of regulations on 
risk-related activities and of “good practices” 
supporting regulatory compliance.  However, 
while the risk interpretation and risk attitude 
of a for-profit organisation is easy to delimit, 
and maximising profit and increasing enter-

prise value are the ultimate goals of risk man-
agement, these aspects are given a specific in-
terpretation in the public sector.

The objective of this article is to provide in-
sight into the particularities of risk analysis and 
risk management methods used by public enti-
ties in Hungary, as well as to present the fea-
tures of a special area, i.e. selection-driven risk 
analysis that is applied during the state Audit 
office’s activity. To this end, we will first review 
the risk interpretation used in the public sec-
tor, the regulatory framework, and the areas of 
application. Then, the risk management of or-
ganisations will be presented based on the state 
Audit office’s experiences, using the results of 
its annual integrity surveys and its audits. 
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THe cOncepT Of rISk

Risk, risk analysis, risk assessment and risk 
management are all frequently used expres-
sions in both the business and the public sec-
tor today; however, the overall picture is mixed 
as regards the interpretation of these concepts. 
The definition of risk varies by theory, such as 
in the technical, economic, psychological and 
sociological approaches (Vasvári, 2015). The 
risk concepts used in the public sector stand 
closest to what is known as the economic ap-
proach; they, however, regard risk in negative 
terms in most cases. Risk definitions related to 
risk management include the following.
Risk is the chance of an event occurring 

that has a negative effect on the achievement 
of goals (coso ERM).
Risk is the positive and/or negative ef-

fect of uncertainty that influences the accom-
plishment of organisational goals (Iso Guide 
73:2009, linked to the Iso 31000:2009 Risk 
Management standard).
Risk is a factor that threatens the achieve-

ment of organisational goals [Government 
Decree 370/2011 Article 2(m)].
In general, risk is some kind of event, ac-

tivity or failure to perform an activity, which 
will likely occur in the future, and if it does, 
this will generally have a negative, but in some 
cases a positive effect on the achievement of 
the given organisation’s goals (Internal con-
trol Manual, Minister of finance, 2010).
Risk is the probability of all such elements 

and events occurring that may have an adverse 
effect on the operation of a budgetary institu-
tion (this is the definition typically found in 
risk management regulations).

The different definitions of the concept of 
risk include common elements that are generic 
in terms of content: they identify risk with an 
undesirable event (failure to perform an activ-
ity, error, deficiency, irregularity, damage, loss) 
that may potentially occur, and the impact(s) 

of which pose some kind of a threat, varying in 
degree, to achieving organisational goals, the 
operation and activities of the organisation, its 
catering to its duties or the implementation of 
a project. These examples also aptly illustrate 
that the interpretation of risk as a potential 
event (with a negative effect) is mixed with the 
notions of “impact” and “probability”, which 
are required for determining its degree. 

THe reGulATOry frAmewOrk Of 
OrGAnISATIOnAl rISk mAnAGemenT

In public entities, the regulations of financial 
management and control systems were devel-
oped in the course of a multiple-step process. 
After the legislative basis was created, the 
regulatory concept was developed under the 
influence of the coso model from 2009. 
New regulation appeared regarding the de-
velopment of an internal control system for 
budgetary institutions, one that also included 
modern elements of responsible organisation-
al governance and management (Ministry for 
National Economy, 2012).

The basis for this regulation is provided by 
the Act on Public finances1 (“Áht.”) and Gov-
ernment Decree 370/20112 (“Bkr.”), which 
define activities related to risk management as 
part of the internal control system. Áht. pro-
vides for the obligation of operating an internal 
control system, and Bkr. for the development 
of the internal control system, including risk 
assessment and management.3 The Decree de-
fines risk as a factor that threatens the achieve-
ment organisational goals, and a risk manage-
ment system as the sum total of management 
tools and methods with elements including the 
identification, analysis, grouping and tracking 
of risks, and the mitigation of risk exposure as 
necessary. Legal regulations do not elaborate 
on risk management methods, so the respon-
sibility for the development of an adequately 
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detailed process, its alignment with organisa-
tional goals and features, and its operation lies 
with the head of the organisation.

The expression “risk” itself appears on its 
own or as part of a conjunction is numerous 
legal documents (the word “risk” occurs in 
426 legal documents, “risk analysis” in 278, 
and the word “risk management” in 228). The 
definition of the term, however, is not consist-
ent; risk can be an event, as well as the possi-
bility, probability or effect of an event. 

The following regulatory examples are 
highlighted regarding organisational risks that 
arise in areas that are easily delimited within 
organisations.

Information security risks: In terms of pro-
tecting information stored and processed in 
central and local government bodies’ electronic 
information systems, risk is the “degree of threat 
exposure”. 4 Regulation is aimed at prevention 
and awareness raising, and the conscious man-
agement of any problems arising in the case of 
security incidents (e.g. ranking the organisa-
tion in what are known as security classes, de-
veloping an action plan required to achieve the 
stipulated security level and the introduction of 
safeguards commensurate with risks).

Risks related to integrity: the legal regula-
tion5 defines integrity risk as the possibility of 
a public administration body’s integrity being 
harmed, and corruption risk as the possibility 
of granting or acquiring undue advantage. The 
Decree stipulates the annual survey of corrup-
tion and integrity risks, the development of an 
annual action plan for corruption prevention, 
and the preparation of an integrity report on 
the implementation of the plan. 

Risk to health: “the combined effect of the 
probability and severity of health damage in 
an emergency”.6 In the labour safety domain, 
risk management means the systematic and 
regular analysis of risks to employees’ health, 
along with measures specified and implement-
ed to minimise health damage.

some legal regulations specify requirements 
for the processes of managing risks outside the 
organisation. such risks include those related 
to financial and investment activities; insur-
ance risks; (public) health risks; risks to na-
tional security, security of supply, and food 
safety; force majeure risks (e.g. weather and 
other nature-related risks affecting agricul-
tural production); risks taken into account 
in external audits (e.g. risk of tax fraud); risks 
involving the macro-economy (e.g. sustain-
ability risk). 

AreAS Of ApplIcATIOn Of rISk 
AnAlySIS AnD rISk mAnAGemenT  
In THe puBlIc SecTOr 

There are countless events and circumstances 
that may hinder or threaten the achievement 
of any organisation’s goals – regardless of 
whether it operates in the private or the pub-
lic sector – as well as the optimal structure and 
performance of its activities. Most such evens 
can be predicted, their circumstances and im-
pact can be estimated, and organisations can 
prepare for their occurrence or mitigation. 
Risk management is an organic part of re-
sponsible organisational governance; in terms 
of determining its goals, defining risk, and 
detecting risks, however, public sector institu-
tions have unique traits that differ from those 
of organisations in the corporate domain. 

Chart 1 illustrates the grouping of areas and 
activities that use risk analysis and risk man-
agement.

Risk analysis performed by internal audit

Analysis by an independent internal audit 
aimed at selecting areas to be audited specifies 
the risks inherent to a budgetary institution’s 
activity and internal control system. Internal 
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audit uses a systematic and regulated proce-
dure to assess the organisation’s risk manage-
ment processes, and its recommendations can 
actively contribute to their improvement and 
to informing responsible management. In-
ternal auditors assess whether or not specific 
controls are effective in addressing the risks 
concerned, and conduct follow-up audits to 
determine whether the measures implement-
ed have actually eliminated the risk detected, 
or reduced it below the risk tolerance limit. 
Therefore, in practice, in addition to external 
audits, it is internal audit that can cater to the 
continuous quality assurance of risk analysis 
and management practices in organisations. 

Risk analysis conducted during 
management, oversight and audit activities

oversight, (sectoral) management and audit 
duties are part of the core activities of numer-
ous institutions, and performing these is like-
wise supported by risk analysis, which points 
attention to the riskiest areas, topics, pro-
cesses, activities and organisations. Typical ex-
amples include the system of macroeconomic 
analyses carried out during budget planning, 
and the planning and monitoring of sectoral 
governance and oversight activities. 

Within the planning of audits, the selec-
tion process and the analysis of audit subjects’ 

Chart 1 

AreAs And Activities thAt use risk AnAlysis

Source: Authors’ own editing

ACTIVITY PLANNING
(market, sectoral, national 

economy levels)

ANALYSIS OF RISKS TO ORGANISATIONAL 
(SECTORAL) GOALS

LAYING THE FOUNDATION OF 
MANAGEMENT, OVERSIGHT 

AND AUDIT ACTIVITIES

ORGANISATIONAL OPERATION
(mandatory, a part of the 
internal control system)

SELECTION  
(theme, focus area, 

organisation)

EXECUTION
(risks to conducting the audit)

INTERNAL AUDIT  
PLANNING

AUDIT  
PLANNING



 focus – Risk management 

Public Finance Quarterly  2015/1 11

risks that supports sampling procedures can 
be distinguished logically from the enumera-
tion of risks to the conduct of the audit. Risks 
are analysed by the audit organisation, but 
the risks themselves can arise in the audited 
organisations in the former, and in the audit-
ing organisation in the latter case; the analyst 
and the party at risk are therefore separated 
from each other. Risk management is also 
given a specific interpretation in connection 
with audit activities, the reason being that 
measures aimed at reducing risks are imple-
mented by the audited person (organisation), 
e.g. by preparing an action plan or regulating 
based on recommendations, findings or obli-
gations imposed (in a resolution) by the audit 
organisation.

The fundamental question during the iden-
tification of risks, i.e. “Which are the possi-
ble events the effects of which can threaten 
goals?” remains unchanged. In this case, 
however, “goal” is not construed to mean an 
organisation’s goals, rather, in broader terms, 
the basic social expectation of the compliant 
and efficient utilisation of public funds (this 
goal, by the way, also fundamentally defines 
the organisational goals that public entities 
have).

In the course of risk analysis, necessary, 
relevant and reliable information must be 
collected, possible threats identified and ana-
lysed (impact, probability), then evaluated. 
In that case, risk analysis is directed at map-
ping the areas and processes that bear the 
greatest risk, and at identifying and assessing 
risks present in organisations that can be au-
dited. Where analysis involves a population 
(e.g. central subsystem institutions, partner-
ships, private individuals) with a great num-
ber of elements, the key goal of risk analysis 
is to sort the elements according to the speci-
fied risk criteria, i.e. to establish a kind of 
risk “ranking” in the interest of selecting the 
riskiest elements. 

Risk analysis by Supreme Audit 
Institutions: the European Court  
of  Auditors’ methodology

supreme Audit Institutions engage in risk 
analysis during the selection of audit priori-
ties and areas, the analysis of audited entities’ 
controls and measures, as well as the specifi-
cation of audit questions and scope. At the 
same time, auditors also need to manage de-
tection risks when conducting audits. These 
processes will now be presented on the basis 
of the European court of Auditors’ (EcA) 
methodology.

A dynamic review of policies and risks 
serves as the starting point for EcA’s work 
programming system, in the course of which 
it takes risk analysis results into consideration, 
along with policy developments, stakeholders’ 
priorities (including reports on Eu budget 
final accounts), the outcome of the latest au-
dits, the activity of other supreme Audit Insti-
tutions, the accomplishments of the auditing 
profession, and any relevant media coverage. 
EcA specifies priorities as the result of this 
policy and risk review, including proposals on 
the distribution of tasks and a multi-year out-
look plan that guarantees the achievement of 
strategic objectives. The document that con-
tains EcA priorities provides a strategic foun-
dation for the following year’s annual work 
programme.

Possible audit topics may be selected along 
the lines of budget lines, the managing or 
beneficiary organisation, policy tools, pro-
grammes, projects, or a combination of these. 
It is important for the theme to be suitable for 
auditing, to have a sufficient impact, and to 
be selected in line with the strategy. The goal 
of the EcA-level standard analysis of potential 
audit topics is to allow the pinpointing of any 
possible deficiencies, overlaps, factor groups 
and synergies within the proposed audit as-
signments, thereby contributing to maximis-
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ing the effect of the EcA’s work in addition to 
the best possible utilisation of resources.

Audit risks can arise regarding financial re-
porting, compliance (EcA, 2012), and per-
formance audits (EcA, 2006), or in all three 
areas at the same time. The EcA risk assess-
ment is based on the coso methodology. 
Audit risk comprises the following:
uinherent risk related to the nature of the 

audited party, 
vcontrol risk related to the audited party’s 

controls, and 
wdetection risk, i.e. the risk of the auditor 

failing to detect discrepancies. 
Auditors rely on different sources of in-

formation to engage in risk assessment pro-
cedures as early as during the audit planning 
stage. Risk assessment has to link information 
acquired from the audit area with the speci-
fication of audit questions and scope. Risk 
identification and assessment are not exact 
disciplines, and principally depend on the 
auditor’s sound professional judgement. In 
forming their opinion, auditors have to rely on 
their know-how, the analysis conducted, and 
their experience. In the course of conducting 
an assessment, auditors have to be thorough, 
acting systematically and comprehensively so 
no significant risks go undetected.

Auditors ask the following questions: What 
error or discrepancy can result? What is the 
probability of that occurring? What conse-
quence will this have? What kind of strategy 
does the audited party apply to reduce risk to 
the lowest possible level or to control it? Risk 
factors include the following: the nature and 
complexity of policy, the programme and op-
erations; the diversity, consistency and clarity 
of the audited party’s objectives and goals; the 
existence and use of performance measure-
ment; the availability of resources; the com-
plexity of the organisational structure and the 
clarity of responsibilities; the existence and 
quality of control systems; the complexity and 

quality of management information. During 
the preliminary study, the relative significance 
of these criteria must be analysed in the plan-
ning stage. Auditors usually concentrate on 
risks that may occur with a greater probability, 
and have a greater impact should they occur; 
and in doing so, they also take into considera-
tion any steps the audited party may take in 
trying to reduce such risks. 

The EcA believes that its performance au-
dits:
ureflect risks in financial management, 

public interest, and the value-adding capacity 
of public sector audits, 
vfocus on questions related to perfor-

mance, including such as may garner public 
interest, and are related to high-level Eu ob-
jectives or policies that embrace multiple areas. 

During performance audits, the risk assess-
ment procedure is made up of four consecu-
tive steps (EcA, 2013), each of which act as 
a kind of filter. Auditors can thus use infor-
mation obtained about the audit area as the 
starting point to focus on the critical risks, 
which allows them to define the possible audit 
questions, as well as the potential scope of the 
audit. 
uAs the first step, the auditor will present 

the area to be audited in a diagram or logic 
model, and list the expected key controls. The 
programme logic model allows specifying and 
presenting the relationship between the socio-
economic needs targeted by the intervention 
on the one hand, and the objectives, inputs, 
processes, outputs and outcomes (including re-
sults and impacts) on the other hand. The audi-
tor may also present one or several elements of 
the model in greater detail, in a flowchart. 
vThe second step involves risk identifica-

tion, including information about discrepan-
cies, their main reasons, and the key potential 
consequences. A thorough review of the list of 
identified risks will be used to determine the 
significant and relevant ones among them. 
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wAnalysing the probability and effect of 
these risks with an eye to assessing the level 
of risk is the third step. Then, the auditor will 
examine management responses and existing 
controls in respect of risks considered medium 
and high. 
xThe last step focuses on the key risks, and 

defines audit questions and the scope of the 
audit.

EcA published two landscape review re-
ports in 2014: one regarding risks to the fi-
nancial management of the Eu budget, and 
one about shortcomings in accountability and 
the auditing of public funds. These reports 
built upon EcA’s audit experience to dis-
cuss comprehensive policy areas and complex 
questions with the goal of informing decision-
makers about current risks and challenges, so 
as to help them specify the areas where greater 
public insight should be granted, and more 
audits conducted.

THe OrGAnISATIOnAl rISk 
mAnAGemenT prOceSS

The following will present the key steps of or-
ganisational risk management using the sAo’s 
experiences. The sAo has significant experi-
ence regarding the risk management processes 
that have been developed in public entities, 
since it gains an insight into both the develop-
ment of internal regulation and risk manage-
ment practices by virtue of the annual integ-
rity surveys and its audits. The sAo evaluated 
the internal control system and more specifi-
cally the risk management system in a third of 
its audits in 2013, and in a fifth of its audits 
in 2014.  

for organisations in the corporate domain, 
risk management is a modern organisational 
governance tool that seeks to optimise the re-
sult of business decisions. In the public sec-
tor, however, organisations with a hierarchi-

cal structure subject to bureaucratic control 
are seldom exposed to obvious “shocks”, nor 
does the market signal their relative lags. Per-
formance measurement is mostly benchmark-
based, and currently there are few indicators 
to measure operational efficiency. for public 
sector institutions, risk management, includ-
ing a conscious awareness and the active con-
trol of risks, is not only in the best interest of 
organisations, but also their statutory obliga-
tion. Its greatest value lies in its incorporation 
into a process and its regular and repeated ex-
ecution, since it is impossible to gauge every 
risk even with the greatest level of prepared-
ness when various specific decisions are made, 
but even if this were possible, the probability 
and potential effect of risks change continu-
ously (Hornai, 2001, p. 43).

Any possible positive yield of taking risks 
is – in contrast with the private enterprise 
domain – minimal in the public sector. Par-
ticularly when achieving goals that do not ap-
pear in the legal regulation has no “reward”.7 
so, the head of a public entity seeks to mini-
mise risks, even if measures adopted to this 
end might have an excessive resource need. In 
many cases, there may – according to some 
theories – also be non-transparent goals un-
derlying decisions made by senior officials, 
and knowing these can also help risk manage-
ment motivations.8 Loyalty, the joy in acting 
for the public or increasing power, income, 
prestige, security or comfort may, for instance, 
be such leader’s goals (Blais and Dion, 1991). 
These factors may also play a role in how the 
risk perception and risk management attitude 
of a bureaucratic organisation’s leader devel-
ops (Gajduschek, 2010).

The analysis and assessment of risks at pub-
lic sector institutions plays a key role primar-
ily in the selection of the appropriate control 
activities. Any control system can only re-
spond properly to the risks for which it was 
created. so, as risks change, so should control 
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systems be tailored to the conditions undergo-
ing changes. Achieving goals is not guaranteed 
even so; Merétey-Vida (2004) point out that 
only the level of what we refer to as reason-
able assurance can be reached due to the risks 
that remain in the system (e.g. false percep-
tion, collusion or applying the cost to benefit 
principle). The probability of risk events oc-
curring and/or their effect, however, can be re-
duced with control and monitoring activities 
in a control environment that is appropriately 
aligned to organisational characteristics. 

The risk management process is also de-
scribed by the standards and guidelines of 
international organisations and government 
institutions, including coso ERM, the HM 
Treasury orange Book, INTosAI GoV 9130 
Guidelines, the Risk Management standards 
by the Institute of Risk Management (2002) 
or the Australian and New Zealand Risk Man-
agement standards (2004). Based on these, it 
is possible to define six steps in the risk man-
agement process, regardless of the domain in 
which an institution functions, from legisla-
tion through administration, environmental 
protection, healthcare, education and defence, 
to local governments. Chart 2 presents a sum-
mary of these steps. 

Specifying the risk management 
framework

The entire risk management process is condi-
tional to organisational goals being known, 
and the relevant risks being established with 
reference to those goals. Reducing the number 
of risks or avoiding them is not necessarily the 
goal of risk management, instead, it is to min-
imise the possible effects of risks by achieving 
and maintaining the highest possible level of 
risk awareness (Hornai, 2001). The risk atti-
tude of the organisation’s leaders also influ-
ences the key goal of risk management. The 

public sector is specific in this respect as well. 
Namely, increasing social utility and serving 
the public good is the behaviour expected of 
the organisation, which it implements on a 
not-for-profit basis, under an obligation to 
perform duties. This is why the leader’s pri-
mary goal is to perform the activities that are 
stipulated in legal regulations and other obli-
gations. Risk events may pose a threat to the 
compliant, effective and cost-efficient perfor-
mance of activities subject to some level of 
occurrence probability, and some degree of 
negative impact. This stage is properly estab-
lished if the goal, object, stakeholders, char-
acteristics, key inputs and outputs, outcomes, 
external and internal environmental criteria 
(including the risk of fraud and corruption) 
of the organisational processes are identified.

Risk identification

Risks must be mapped to actual processes 
and activities, as generalisations on risks will 
lead to analyses for their own sake. The iden-
tification of risks can be aided by answering 
questions like: What kind of process error can 
impede the achievement of goals? Which are 
the factors that need to be present and appro-
priately applied in order for the process to be 
completed properly? Does the process inher-
ently include any criteria that may result in 
financial or other losses? 

specifying the root causes of risks (risk 
sources) can help in identifying risks.

Risk analysis

In every case, the general purpose of risk anal-
ysis is to identify the risks to achieving goals, 
and to assess them in the interest of specify-
ing responses (measures). During risk analysis, 
the probability of occurrence and potential 
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impact of various risks is estimated, and any 
factors that may influence the risks are listed. 
There are essentially two kinds of methodol-
ogy used for this. Qualitative analysis, which 
determines risk severity levels, can be broadly 
used primarily in the case of risks that cannot 
be quantified, but it is less exact and also in-
cludes subjective elements. The resolution of 
the quantitative analysis of specific quantifia-
ble risks is much finer and has a mathematical 
background. Individual risks can be modelled 
by modifying the selected variables, which 
leads to more accurate risk values that are 
closer to reality. Applying EVT (Extreme Val-
ue Theory), a relatively new branch of statis-
tics, can take the spotlight in disaster manage-
ment, healthcare or food safety, as it focuses 

on modelling events that occur with very low 
probability, but are extreme in terms of their 
risk impact (e.g. unusually heavy flooding or 
an extreme traffic situation). The analytical 
methods used may also involve the combined 
application of qualitative and quantitative ele-
ments, depending on the reliability, amount 
and quality of available information. 

While in the business sector risks can, in 
most cases, be expressed in monetary terms 
based on the difference between a desired state 
and that actually achieved, they are harder to 
quantify in the public sector. The reason for 
this can be the nature of the activity (e.g. leg-
islation, administration), the uncertainty in 
assessing outcomes produced in the long term 
(education, long-term investment projects and 

Chart 2 

the steps of the risk mAnAgement process

risk management 

sub-process
main focus content

DefInITIOn what is the framework?

what can be subject to 

threat?

Determining goals, the economic and legislative environment, affected 

processes and activities, and recording the expected state.

IDenTIfIcATIOn what can happen?

what have we not thought 

of so far?

exploring and identifying possible risks, enumerating potential threats. 

AnAlySIS How likely is it?

what and how great are the 

possible impacts?

Grouping and perception of risks, probabilities and expected impacts, 

estimating the magnitude of risk.

ASSeSSmenT what are the priorities?

what is relevant?

This establishes relevance, priorities and acceptance level, and 

enumerates existing protective measures and required resources.

reSpOnSeS what should we do? Decision process about risk management measures and their 

implementation.

mOnITOrInG Are we doing it right? Observing risk occurrence and impact, tracking and reviewing the 

measures taken, providing information to management.

revision of the risk management framework and, if necessary, the set of 

risk management criteria, having regard to any changes that occurred 

in the meantime.

Source: Author’s own editing using Hornai (2001)  
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development), or lack of information (e.g. a 
lack of past experiences or comparative data). 
Where suitable records or a case background 
is available for specific risks, the probability 
of occurrence and, in many cases, the effect 
of a risk can also be quantified using statisti-
cal methods (e.g. amount of public funds af-
fected, duration of deviation from a fixed time 
limit, number of items erroneously posted to 
the books). Individual risks quite frequently 
have several potential effects, and some or-
ganisations seek to specify these in terms of 
multiple aspects such as an “impact on the 
operational process”, “financial impact”, or an 
“impact on the strategic goal”.

In practice, the quantification of risks is 
generally understood as the ranking, using 
scales of 3 to scales of 5, of the estimated 
magnitude of impact on goals and that of the 
probability of occurrence. The degree of im-
pact ranges from negligible to very significant, 
and the probability of occurrence from very 
low to almost certain. This qualitative method 
of analysis may rely on the opinion of experts 
or expert working groups, case studies and 
previous similar practices. It is expedient for 
the scale value applied to depend on the devel-
opment of some kind of indicator assigned to 
the given risk or its variation between specified 
value limits (e.g. a classification of the number 
of yearly occurrences or the ratio of pecuni-
ary damage to the annual budget). There is no 
single methodology that can fully screen out 
the subjective elements of analysis, but where 
analysis criteria and assessment are based on a 
consensus, disputes can be avoided. 

Risk assessment

Risk matrices comprise the most widespread 
method of risk assessment, and serve to de-
termine the significance of risks and their or-
der of priority. The matrix is a two-variable 

“weighting” procedure, where one variable 
is the extent of impact, and the other is the 
probability of the risk occurring. Risk values 
are most often expressed in textual form (low, 
medium, high). using a risk matrix reflects 
the practice-oriented approach of analysis, but 
it has the drawback of taking only two fac-
tors into consideration. Materiality level can 
be determined once the resulting risk values 
are known, and it serves as the baseline for 
identifying the relevant (material) risks of the 
various processes/activities, as well as for the 
ranking of processes by risk. An organisation’s 
risk-taking level (risk appetite) is a cardinal 
matter for risk assessment, i.e. the level of 
risks the organisation is ready to accept before 
it deems necessary to take response measures. 
This is because the decision on measures is 
correlated to the degree of risk an organisa-
tion accepts.

Responses

Planning decisions on response measures can 
be facilitated by questions like: “What meas-
ures are there to ensure that such process er-
rors or deficiencies will occur less frequently?” 
and “Are these actions suitable for reducing 
risks to an acceptable level?” Risk assessment 
also sees the determining of whether or not 
appropriate protection (control) is available, 
how efficiently it functions in the interest of 
preventing and reducing risks (assigning con-
trols to risks), as well as the kind and amount 
of resources any possible measures will re-
quire. In the case of public sector institutions, 
the efficiency of control points that can be 
identified in the processes and that of their 
operation, i.e. the “coverage of risks” is one 
of the key issues. In numerous cases, there are 
multiple control activities in place to mitigate 
a given risk, therefore the combination and ef-
fectiveness of controls also needs to be evalu-
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ated, along with whether or not unnecessary 
control activities can cause any decrease in ef-
ficiency. 

Regarding the responses that can be given 
to risks, four fundamental types may be distin-
guished, namely: transfer, tolerate, treat, and 
terminate (INTosAI GoV 9100). organisa-
tions acknowledge risks below the acceptance 
level (tolerance limit), and this can also be 
supplemented by involving some kind of con-
trol activity (e.g. incidental audits). An organ-
isation must, however, take response measures 
in the case of risks above the tolerance limit. 
certain risk management measures may give 
rise to additional risks, and these also must be 
taken into account during assessment. These 
include, for example, outsourcing or engaging 
an external expert. such measures depend on 
the partner’s capacity to perform, while they 
typically appear as an integrity risk in organi-
sations. A PPP arrangement can also be an ex-
ample of this. Even though the point of a PPP 
is mutually advantageous and efficient risk 
sharing between the business partner and the 
public sector organisation, this is not achieved 
in many cases (Braunné, 2010).

The option of discontinuing activities is 
limited or impossible; this is because the very 
reason some activities are performed by the 
public sector is that nobody else is willing to 
assume their inherent high risks in order to 
achieve a goal that serves public interest (these 
can include e.g. national defence or disaster 
management). 

The most frequently used methods are col-
lected (in a standard-compliant grouping) in 
Chart 3.

Monitoring

Responses for managing risks are suitable if 
their implementation actually results in the 
reduction of risks, and the more efficient and 

budget friendly achievement of objectives. 
This is why the implementation of actions 
and their effects must be tracked continuously 
with particular attention, and reviewed as nec-
essary. Risk management will only achieve its 
goal if it does not only appear in the organisa-
tion’s operation as a required element of the 
internal control system that must be imple-
mented as a rule, but as an organic part and 
an active tool of management.

Audit and research experiences 

This chapter describes the state Audit office’s 
experiences concerning organisations in the 
central subsystem and local governments. In 
terms of the risk analysis and management 
practice of public sector institutions, it is in 
part the findings from sAo audits, and in 
part data from annual integrity surveys that 
provide opportunities for analysis [see Pu-
lay (2014) on the role of integrity]. Integrity 
questionnaires are completed voluntarily, so 
these surveys render information about the 
“self-perception” of respondent organisations 
regarding their risk management activity. The 
sAo has also prepared a summary study about 
integrity survey results (szatmári – Kakatics 
– szabó, 2014a). The proportion of organisa-
tions that engage in systemic risk analysis – 
other than planning internal audit tasks – has 
not changed substantially based on the 2014 
survey (2013: 38.2 per cent, N=1462; 2014: 
37.7 per cent, N=1584).

Institutions of  the central subsystem

Integrity surveys
The questionnaire was returned by 40.9 per 
cent of the 736 budgetary institutions (N=301) 
belonging to the central subsystem that were 
invited to respond. Based on the answers, 
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only 70.4 per cent of budgetary institutions 
belonging to the central subsystem engage in 
systemic risk analysis despite the mandatory 
requirements. This proportion varies by insti-
tution group, as shown in Chart 4.

According to the survey’s results, 80.7 per 
cent of the organisations that engage in risk 
analysis record risk factors identified during 
risk analysis in some sort of database. 95.8 
per cent of the institutions stated that they 
evaluated risk analysis results; the application 
of risk management, however, is not consist-

ent. Based on the responses, 66.5 per cent of 
the organisations manage risks in every case, 
and 31.1 per cent do so occasionally. 2.4 per 
cent of organisations – as they admitted them-
selves – never react to the problems detected. 
94.7 per cent of respondent organisations 
perform regular risk analysis to substantiate 
audit plans. Less than a third (30.6 per cent) 
of respondent central organisations engage in 
corruption-related risk analysis. This control 
tool carries significance primarily in the case 
of budgetary institutions with a higher inher-

Chart 3 

methods Applied for implementing risk mAnAgement

methods typical examples

TRANSFER Taking out insurance (primarily asset cover)

TOLERATE Acknowledging and accepting risk

TREAT preVenT

(reducing the probability of risks 

occurring)

•	  control activity (e.g. detailed internal regulation, the four-eyes 

principle, separation of duties and powers, access and decision-

making rights, authorisation and approval procedures, consultation, 

certification)

•	  modification of decision

•	  asset protection, protection systems, security measures

•	  IT support

•	  organisational hierarchy

•	  corporate decision-making

•	  monitoring

•	  quality assurance

•	  integrity

•	  the deterrence factor of accountability and sanctions

SHAre

(reducing impact, mitigation of 

damage upon occurrence)

•	  taking out insurance policies

•	  outsourcing of task/activity (with the inclusion of risk management 

costs in the fee)

•	  ppp arrangements

•	  engagement of external experts (with the inclusion of risk 

management costs in the fee)

•	  sanctions

TERMINATE •	  suspension of any risky activity (that can be undertaken voluntarily) with an uncertain outcome

•	  avoiding risky activities

Source: Authors’ own editing
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ent exposure to risk derived from administra-
tive enforcement and the provision of public 
services, as its absence may reduce such or-
ganisations’ integrity, and their capability to 
respond in order to counter corruption risks.

Audit experiences
The sAo audits internal controls using risk 
analysis as the basis, with efficiency and ef-
fectiveness in mind. In other words, not only 
does it assess the existence and quality of the 
regulatory environment, but also whether or 
not institutions use their lines of defence ef-
fectively. The 2013 final accounts audit found 
that in both the institutions and the organisa-
tions of institutional titles9, risk management 
was the element of the internal control system 
where the greatest number of deficiencies was 
encountered.

During the final accounts audit, risk anal-
ysis was used to select, from the audit areas 
concerned, the organisations whose internal 
control systems were to be evaluated. The 
scope of the audit also included risk manage-
ment, which constitutes an integral part of the 
internal control system. Individual findings 
were corroborated with audit evidence (regu-
lations, certificates, minutes, declarations). 

The main selection criteria included taking 
results from the preliminary survey of total 
budget expenditure and the internal control 
system’s elements into consideration, along 
with increasing the coverage of institutions 
that can be included in the revision of final 
accounts. from the results of the final ac-
counts audit, the following will highlight and 
detail the experiences acquired during the as-
sessment of the internal control system in 63 

Chart 4

institutions belonging to the centrAl subsystem thAt engAge in regulAr risk 
AnAlysis (by institution group As the rAtio of respondents, N=301)

Source: Authors’ own editing

defence and law enforcement (n=59)
other administrative institutions (n=48)

healthcare institutions (n=39)
institutions providing social services (n=35)

judiciary (n=26)
higher education (n=23)

regional administrative bodies (n=20)
scientific research and development (n=12)

cultural institutions (n=13)
independent government bodies (n=6)

government institution (n=8)
other education (n=4)

sports and recreational institutions (n=2)
secondary schools (n=5)

other institutions (n=1)
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budgetary institutions and 94 institutional ti-
tle organisations. of the 94 organisations, 30 
were healthcare institutions. 

Results 
Based on audit experiences, the regulation of 
risk management essentially covered statutory 
requirements; however, internal regulations 
were not fully updated, and there were also 
some content-related deficiencies. In the ma-
jority of the audited entities (87.4 per cent), 
risk management regulations were rated com-
pliant. The highest ratio of compliance with 
statutory requirements was seen at water man-
agement directorates (100 per cent) and law 
enforcement bodies (90.9 per cent), while 
most deficiencies were encountered at envi-
ronment protection inspectorates, with 20 per 
cent of organisations rated non-compliant.

only 93.7 per cent of organisations had 
effective procedural rules for risk manage-
ment. The reason for the deficiencies was in 
part failure to update regulations, and 4 or-
ganisations did not even draft them despite 
statutory requirements that impose this as an 
obligation, nor do they engage in risk man-
agement activity. The major shortcoming of 
existing internal regulations was that they did 
not contain stipulations applicable to review-
ing the risk environment (in 9.24 per cent of 
organisations with procedural rules in place), 
and to considering the feasibility of available 
responses to risks (5 per cent). (See Chart 5)

Risk management activity was rated com-
pliant for 29.1 per cent, partially compliant 
for 40.2 per cent, and non-compliant for 30.7 
per cent of the audited entities. The best ratio 
of compliance with requirements (41.7 per 
cent) was seen regarding the practices of the 
water management directorates, while those 
of law enforcement agencies proved to be 
the most deficient (45.5 per cent). Risks as-
sociated with activities were assessed (85 per 
cent) and analysed (81.1 per cent) in the vast 

majority of organisations; more than a third 
of the organisations (49), however, failed to 
properly manage risks. one of the reasons be-
hind this was that more than a half of the or-
ganisations (56.2 per cent) did not specify an 
acceptable level of risk, nor did they consider 
the feasibility of answers (response measures) 
that can be given to risks (58.3 per cent). The 
logical pitfalls of implementing risk manage-
ment in practice are well illustrated in the 
fact that five organisations considered possi-
ble response measures without specifying the 
level of acceptable risks. The final step of risk 
management, i.e. reviewing the entire pro-
cess itself, shows a somewhat more favour-
able picture, but even so, just over two-thirds 
(67.7 per cent) of organisations completed 
this during the reporting year concerned. (See 
Chart 6)

The results of risk management rating were 
also examined relative to the audited organi-
sations’ budgets for 2013. from the data re-
ported in the financial statements for 2013, 
adjusted total expenditure appropriations for 
the year concerned were taken as the basis for 
ranking the organisations into three classes. 
The assumption that risk management practic-
es in organisations with a greater budget and a 
more articulated organisational hierarchy are 
more appropriate could not be confirmed. No 
correlation was found between organisation 
size and risk management ratings. Assigning 
the values of 1, 2 and 3 to the non-compliant, 
the partially compliant and compliant ratings 
respectively, organisations with a smaller total 
expenditure below Huf 5 billion can be char-
acterised with an average of 2.02, medium-size 
ones with a budget of Huf 5–10 billion with 
1.79, and larger ones with a budget over Huf 
10 billion with 2.11. Based on these results, it 
was the medium-size organisations that least 
complied with requirements for risk manage-
ment. (See Chart 7)

The work forms used during the audits also 
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Chart 5

rAting of risk mAnAgement regulAtions 
(N=127)

Source: Authors’ own editing

Chart 6

rAting of risk mAnAgement  
(N=127)

Source: Authors’ own editing

water management directorates (n=12)

environment protection inspectorates (n=10)

law enforcement bodies (n=22)

government agencies (n=20)

institutions (n=63)

water management directorates (n=12)

environment protection inspectorates (n=10)

law enforcement bodies (n=22)

government agencies (n=20)

institutions (n=63)

compliant                                        partially compliant                           non-compliant

compliant                                        partially compliant                           non-compliant
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included questions on malpractices related 
to the operation of the organisations, on ir-
regularities, and on integrity and corruption 
risks. Three-quarters of the audited entities 
have drafted general procedural rules for the 
receipt and investigation of reports about 
such risks. close to a half of the government 
agencies, however, do not have such regula-
tions, and this entails an increased integrity 
risk having regard to the inherently greater 
exposure resulting from their responsibilities 
for administrative enforcement. Almost a half 
of the organisations (45.7 per cent) assessed 
fraud and corruption risk as part of risk man-
agement, yet only 39.7 per cent of the audited 
entities developed action plans for corruption 
prevention based on a survey of integrity risks 
related to operations.

Based on the institutional documents that 
were requested during the audit, we also 
found that the system and process of organisa-

tional risk management – required under legal 
regulations – were not, in many cases, sepa-
rated from internal auditing activity, which 
is supposed to be independent. Risks to an 
organisation’s operational processes are often 
identified and assessed by an internal auditor 
instead of process owners or the responsible 
organisation units.

The 30 healthcare institutions that were 
selected for the audit did essentially develop 
procedural rules for risk management; a fifth 
of these organisations, however, failed to assess 
and analyse the risks associated with their ac-
tivity, and consequently also failed to manage 
those risks. There was a regulatory deficiency 
in one institution, resulting from its failure to 
update existing regulations with respect to or-
ganisational changes. failure to conduct a re-
view of the risk management process (at least 
once a year) was a typical deficiency in almost 
a half of the institutions (43.3 per cent). 

Chart 7

risk mAnAgement rAtings by orgAnisAtionAl budget  
(N=127)

Source: Authors’ own editing

non-compliant                           partially compliant                              compliant

below HUF 5 billion (n=44)           HUF 5–10 billion (n=38)                           above HUF 10 billion (n=45)
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Risk management in the local government 
subsystem

Experiences from the integrity survey with 
local governments
During the 2014 integrity survey, 706 local 
governments (almost a half of them local gov-
ernments of villages/large villages) completed 
the questionnaire, in other words, more than a 
fifth of all local governments combined. Ques-
tions concerned the period between 2011 and 
2013. As this research is described in detail by 
Szatmári – Kakatics – Szabó (2014b), only its 
main results are discussed here.

29 per cent of respondents stated that their 
organisations performed systemic risk analysis 
(other than planning internal audit tasks). This 
ratio corresponds to data for 2013. The ratio 
is higher with larger organisations; based on 
self-assessment, 51 per cent of the institutions 
employing more than 100 people conduct 
regular risk analysis. Even that is a relatively 
low proportion with regard to the fact that the 
statutory obligation also requires local govern-
ments to conduct risk analysis as part of the 
risk management system. concerning corrup-
tion risks, a mere 7 per cent of all respondent 
organisations carry out the analysis, which cor-
responds to results from last year’s survey.

90 per cent (2013: 85 per cent) of organisa-
tions that systematically conduct risk analysis 
evaluate its results, only one-third (2014: 32 
per cent, 2013: 33 per cent), however, man-
age risks based on the results in every case. 60 
per cent of the respondent entities record risk 
factors identified during risk analysis in a da-
tabase.

some three-quarters (72 per cent) of all re-
spondent entities perform regular risk analysis 
as required by the legal regulations as part of 
the planning processes of their internal audit-
ing. This value shows improvement relative to 
results from the previous year (67 per cent).

overall, it may be argued that based on 

self-assessment, a much lower than expected 
percentage of respondents from the local gov-
ernment group engage in activities related to 
organisational risks that are defined as statuto-
ry obligations (risk identification, analysis and 
assessment, and the adoption of measures). 
9 per cent of all respondents engage in risk 
management regularly, 17 per cent occasion-
ally. These figures show that a greater propor-
tion of larger-size organisations conduct risk 
management activities.

SAO audits
An analysis of results from audits conducted 
by the sAo in settlement local governments 
will provide a general overview of the risk 
management systems that have been devel-
oped in the local government subsystem of 
public finances. 

This analysis was based on sAo audit re-
ports concerning the development of internal 
control systems, as well as documents that 
were processed as part of the audits (N=62). 
During the audits, the sAo examined the 
regularity of developing internal control sys-
tems in settlement local governments. The 
audited period was 2012. Towns with county 
status as well as Budapest and its districts were 
not included among the audited local govern-
ments. The sample was selected taking risk 
criteria into consideration, so results cannot 
be projected to the entire population. In their 
examination of the characteristics of the sam-
ple, Benedek – Szenténé – Béres (2014) found 
that the number of towns and large villages 
was greater in the sample, while that of village 
local governments was smaller, and that the 
settlements in the sample were also unevenly 
located in geographical terms.

Questions in the programme part linked 
to risk management concerned the risk man-
agement policy, as well as the identification, 
analysis and assessment of risks, and the track-
ing of measures. Audit findings were based on 
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information from the certificates sent by the 
audited entities, and from other documents 
inspected on site. The compliance of devel-
oping risk management systems was assessed 
on the basis of the legal regulations effective 
in the audited period. compliance was rated 
on the work forms containing the audit ques-
tions, based on the ratio of the score attained 
to the total attainable score. The risk manage-
ment systems could be rated “compliant” (in 
the case of a result above 81 per cent), “par-
tially compliant” (61–80 per cent), and “non-
compliant” (below 60 per cent). 

During analysis, the findings of the reports 
were processed by grouping them according to 
themes, then aggregating them.

Results
The development of risk management systems 
was non-compliant in 74 per cent, partially 
compliant in 15 per cent, and compliant in 11 
per cent of the audited settlement local gov-
ernments. 16 per cent of mayor’s offices did 
not have a risk management policy, which is 
stipulated in legal regulations and is meant to 
specify the overall process for managing risks. 

An analysis of the deficiencies shows that 
37 per cent of the full sample failed to identify 
and record the external and internal risks in-
herent to the operation and financial manage-
ment of mayor’s offices. Around a half of the 
audited entities (53 per cent) did not assess 
the probability of identified risks occurring; 
moreover, 48 per cent failed to determine 
the effect that the risks identified would have 
on the budgetary institution in case they oc-
curred. some 73 per cent of mayor’s offices 
did not determine the response measures that 
would be necessary in connection with the 
various risk factors depending on the organi-
sation’s risk tolerance limit. The method for 
tracking the implementation of the measures 
prescribed during risk management was not 
specified in 87 per cent of the cases. 

Where risks were identified, one-quarter of 
the offices (25 per cent) did not properly as-
sess the probability of risks occurring, and a 
fifth (18 per cent) their potential impact. Also 
in this case, more than a half of the audited 
entities (56 per cent) did not define the meas-
ures required to reduce risks below the risk 
tolerance limit.

Although more than a quarter of the au-
dited local governments (27 per cent) did 
perform risk analysis and defined the required 
measures, in 70 percent of such local govern-
ments, the tracking of measures and thus the 
feedback process was not implemented. 

overall, 8 per cent of audited local govern-
ments fully discharged the statutory obliga-
tions for the development of a risk manage-
ment system. 

cOncluSIOnS

Based on statutory requirements, public enti-
ties are subject to the obligation of operating 
a risk management system as part of the in-
ternal control system. This entails the process 
of identifying risks through their analysis and 
assessment to instigating measures. Risk man-
agement itself, when construed as a response 
to risks to organisational goals, is the major 
mechanism of efficient control (INTosAI 
GoV 9100). Risk management with the in-
volvement of all stakeholders, when adequate-
ly elaborated for detail, also contributes to 
improving the overall internal control system, 
and this can be used to reduce the probabil-
ity of occurrence and/or impact of risk events. 
This is also the thinking that underlies state 
Audit office audits, when it evaluates how the 
internal control system’s elements have been 
configured.

The sAo’s audit and research experience 
shows that the regulatory background of risk 
management is indeed provided in organisa-
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tions even if deficiencies occur. Internal regu-
lations, however, are often drafted by formally 
adopting existing templates, without being 
tailored to the organisation concerned. 

Even though they are obliged under statu-
tory requirements to manage risk as part of 
the risk management system, only 46.8 per 
cent of the organisations that belong to the 
central subsystem and participate in the in-
tegrity survey do so regularly, while a mere 9 
per cent of entities in the local government 
subsystem do so based on their own judge-
ment. Audit results show that risk manage-
ment activity is compliant in 29 per cent of 
audited entities in the central subsystem, and 
11 per cent of those in the local government 
subsystem. Based on audit results, no correla-
tion was found between organisation size and 
risk management ratings in the case of insti-
tutions in the central subsystem. All of this 
shows that a significant part of public entities 
do not manage risks consciously, i.e. risk man-
agement activity fails to serve its function in 
such entities. 

Being mandatory is the foremost feature 
of risk management as applied by the public 
sector, with efforts to minimise risk, and the 
promotion of compliant operation and finan-
cial management serving as the goal. The au-
dits have pointed out that the shortcomings 
of risk management typically resulted from 
failure to assess risks and consider possible 
response measures before executive decisions 
were made, failure to update regulations, and 
failure to conduct reviews. 

Public entities are in the “learning” stage of 
the practical application of risk management 
that expedites and supports the achievement 
of organisational goals. Appropriate regulation 
is a necessary but insufficient requirement for 
effective risk management, as developing risk 
management “in principle” or formally adopt-
ing existing templates will not implement the 
process itself. for budgetary institutions, the 

fact is even more significant that substantial 
losses, which can also be expressed in terms 
of (public) funds, will occur due to failure to 
implement risk management measures. This 
is why the implementation of response meas-
ures for managing risks and their effects must 
be tracked continuously with particular at-
tention, and reviewed as necessary. Based on 
audit experiences, the revision of risk manage-
ment processes is also deficient, even though 
it would afford the opportunity for risk man-
agement to achieve its true goal, and not only 
appear in an organisation’s operation as a re-
quired element of the internal control system 
that must be implemented as a rule, but as 
an organic part and an active tool of manage-
ment.

It is important to highlight that risk man-
agement will only play its role, i.e. will not 
become a formality or something for its own 
sake if it is tailored to the particular organisa-
tional circumstances and processes; if poten-
tial specific steps that mitigate threats imped-
ing or influencing operation, their negative 
impacts and the probability of their occur-
rence are considered, then monitored; and 
any risk occurrences are assessed, along with 
the effects of implemented measures and 
those of any that might not have been taken. 
By itself, risk management does not provide 
an adequate guarantee for the efficient opera-
tion of an organisation, but without it, insti-
tutional leadership can at best feel where and 
what degree of intervention is required for 
the sake of avoiding harmful consequences. 
Decisions taken to ensure that the effects as-
sessed in connection with the identification 
of external and internal risks are kept at the 
specified level, along with the results of con-
trol measures taken to implement them can 
be considered to be the guarantees of achiev-
ing organisational goals efficiently. We need 
to emphasise that appropriately developed 
and operated risk management will also pro-
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